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A Study of Issues and Challenges in Cloud
Computing

MUHAMMAD RIZWAN AHMAD, YASIR SALEEM*, SARFRAZ ASGHAR
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Abstract

Information technology is growing precipitately that is increasingly changing every
aspect of our life. Cloud Computing is a growing technology for delivering services through
internet. It is a technology archetype that helps businesses and individuals to share various
services in a consistent and cost-effective manner. In a cloud computing environment, one
works with data and applications that are maintained and stored on shared machines that exists
in a web-based environment rather than physically located in the home of a user or a corporate
environment. This paper attempts to investigate the crucial threats and issues faced in cloud
computing and to have better understanding of it along with a glimpse of challenges.

Keywords: Cloud Computing, Application Programming Interface (API),
Infrastructure, Virtual Machines

INTRODUCTION

Cloud computing is an informal term in IT industry. The concept of cloud computing
is very common now a days which is very beneficial not only for industry but also for clients.
This concept describes computing as a cloud, i.e. a large number of computers are connected
with each other to communicate and share resource via network (i.e. internet) [1]. Cloud
computing is an Internet-based computing and latest trend in IT world. Cloud computing
implements distributed computing as in cloud we can communicate, use and run different
resources such as applications and hardware resources, connected with each other at the same
time. This term is also common to refer the network based services. These services use real
server hardware. Then the server hardware uses hardware called virtual hardware which are
software simulation running on one or multiple real hardware.

Cloud Computing is a new concept and considered as emerging technology in the
domain of information technology to provide services to the client and server using cloud
(Internet). It has service oriented architecture with different infrastructure. This architecture
reduces resources-overhead for the end-user and provides flexibility, which also reduces
ownership cost and different other services. This term is popular because of its marketing as
it provides services using client server software’s (client side) to a large group of users
(worldwide) for sharing and communication [2-4].
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The beginning of the term cloud computing is unclear. After the evolution and
combination of different existing technologies of computing, this concept came into IT
market [5, 6]. Cloud computing exhibits the following key characteristics: Agile (accept and
response to change), Application Programming Interface (API), Scalability with Elasticity,
Expenditure, Machine and Location Independence, Multi-tenancy [7], Security,
Virtualization of Hardware (machine), Performance and Maintenance.

There are a lot of problems that are faced in cloud computing such as threats and
opportunities of the cloud, privacy of data and information, compliance, legality of data, open
source (software), de facto standards, services security, information abuse, domination and
privatization of internet and services, governance of IT, storage of data, ambiguity of
terminology and noisy neighbors. This paper has elaborated above mentioned threats and
discussed the solutions available. Future opportunities have also been discussed.

Objective/Goal

In this paper, our primary goal is to understand the concept of cloud architecture, and
its services regarding network. Secondary goal is to study the encroachment with Issues and
Challenges of Cloud Computing.

To achieve these goals, we must:

e Understand the Cloud Computing concept and its different services.
o Familiarize with Cloud Infrastructure types.
e Know about Cloud Architecture types (Hosted and Bare-metal).

Main objective of cloud computing is that user who have the need to know about each
and every thing of expertise and technology gets benefit without knowing all of this. The
cloud computing inspires users (clients) by cost cutting and also by facilitating the users
without having any difficulty in IT resources [8]. Reliable and secure network connection is
needed for this purpose which involves protection of data, its integrity, usability and security.
We must be aware of the threats which cause these issues to get the network security.

Paper Overview

The paper is organized in four sections. The first section includes introduction. The
next section of literature review gives background information relevant to the paper, such as
the Cloud Computing and its different infrastructure techniques; an outline of Cloud
Architecture is briefly quoted, with its different types. The subsequent Section describes
overview of Cloud Computing issues and challenges due to constant change in technology.
The last Section briefly concludes the evaluation of the networking with Cloud Computing
and its issues and challenges.
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LITERATURE REVIEW

In this section, we are going to discuss major concepts of Cloud Computing,
architecture, its basics, emerging of this concept.

Due to the high demand of challenges of internet technologies and computer
applications in the future, IBM and Google (two computing companies) brought the concept
of cloud computing to the public in October 2007 [9]. Cloud computing is defined from
different world, but it is still in the discovering stage [10]. National Institute of Standards and
Technology (NIST) model defines Cloud Computing Services for various clients, which
allows the sharing of many computing resources. NIST presents a range of basic services
provided by cloud computing, which includes software, platform and infrastructure [11].

Armbrust et al., define cloud computing, which highlights the importance of services
in cloud computing as the services through the delivery of both applications and system
software in the data center [10]. Cloud computing clouds include both the hardware and
software system in Data center [12, 13]. Buyya et al., illustrates the cloud computing as the
difference of cloud computing from the cluster and grid computing standards. Cloud
computing cannot be taken as a simple association of the cluster and grid computing
calculation, there is a new generation of data centers, that highlights virtual nodes in the
system [14].

Vouk et al., demonstrated that cloud computing will be the next in developments on-
demand IT services and products that can be employed through the service-oriented
architecture (SOA) [6]. Relationship between Cloud Computing and SOA is described by
Linthicum [12]. In principle, SOA technology that uses cloud computing facts provides IT
resources. Therefore, on the basis of previous research on Cloud Computing, researchers
gave the clear definition of cloud computing.

Cloud computing is the exchange of services and information, both on the Internet
and Intranet. Customers can decide what information or services that you want to use,
depending on the customer receivables. He also summarizes seven branches of cloud
computing including storage, database, information, process, application, platform, and
integration as a service [5]. Miller suggests that the cloud computing is a form of distributed
computing that is more useful for sharing resources and for collaborating in work group, it is
task centric and user centric [9].

CLOUD COMPUTING

In science, cloud is a term to indicate large collection (quantity) of objects, these
objects appears virtually as a cloud from a distance (i.e. virtualization) (Figure 1). It
expresses these objects which can’t be inspected further in certain perspectives. It is the
advancement and espousal of on the hand computing technologies.
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Figure 1: Cloud in General

In a cloud computing environment application(s), work, data storage and maintenance
all done at back-end, (i.e. web) instead of home or a corporate environment, for individuals
and businesses on shared machines [15]. Cloud Computing means sharing of application
services on internet and to be able to access a wide range of services with the greater use of
the Internet. For example, mails can be accessed anywhere in the world in real time from a
machine connected with an Internet-connection, as web-based applications.

The term Cloud was used to symbolize the Internet. In the start, it was used as
standardized shape to symbolize a network on telephony schematics (cloud-like) but after that
in 1994 used to represent the Internet in computer network diagrams [16]. The term became
popular in 2006, when Amazon introduced the Elastic Compute Cloud.

The significance of cloud computing can be represented by its primary characteristics.
Following five are the key characteristics of cloud computing which aims to use clouds
seamlessly and transparently:

1. On-demand service

Global network access

Measured service

Elasticity

Resource pooling (Location independent)

gk~ wD

CLOUD INFRASTRUCTURE

Cloud infrastructure also known as Deployment Model of a cloud. Cloud computing
have different types of infrastructures (Figure 2):

1. Private Cloud
Public Cloud
Hybrid Cloud
Community Cloud
Distributed Cloud

SN
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Hybrid=Private + Public

Private
Cloud

Organization/
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Figure 2: Cloud Computing Infrastructure Types
1. Private Cloud

Private Cloud infrastructures are exclusively designed for an organization,
whether controlled by the organization or (under third-party control) and hosted either
internally (by organization) or externally (third party) [17]. It requires a considerable
involvement to virtualize the business. It also involves some decisions to reconsider about
existing resources. There are some security issues which must be catered to avoid severe
risks. Somehow it is considered as a safer model in terms of security but more costly option.

2. Public Cloud

In a Public Cloud services are open for everyone who is a part of that network.
There may be no or some differences between public and private cloud infrastructure, but
when a user have to select services, security is the point where user considerations are
different. Any kind of services that are made available by a service provider for its network
user either be private or public. Normally, public cloud service providers have their own
infrastructures and operate it simply by using Internet (direct connectivity is not allowed)
[18].

3. Hybrid Cloud

It is a framework of two or more clouds (private, community or public). Each cloud is
connected with other one but persists as distinctive structure to provide the benefits of these
multiple structures altogether. This service allows cloud service providers (organizations) to
use resources (publically available) to meet short-term organizational requirements. It also
facilitates the deployment of applications through Cloud Burst and it lacks the flexibility,
security and certainty of home applications.

4. Community Cloud

A cloud infrastructure which is shared between multiple users (individual/organizations) who
have same concerns (security, compliance, etc.).

5
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5. Distributed Cloud

Cloud that provides connection between multiple machines (distributive) uses a single
network running at different locations. Examples of distributed cloud are distributed
computing platforms such as BOINC.

CLOUD MODEL SERVICES

There are three service model architectures available in cloud computing. Figure 3 shows the
interaction of these three architectures with each other and with the client. Following are the
three models:

1- Software as a Service (SaaS)
2- Infrastructure as a Service (laaS)
3- Platform as a Service (PaaS)

[Organization/User/CIients ]

U

eb Browser, Apps.
Client terminals, etc

SaaS
Email, Games
Communication,

CRM, etc
PaaS \
Database, Development Tools
Runtime execution, server etc
laaS

Storage, Load Balance, Networks,
Servers, Virtual Machines etc

Figure 3: Cloud Model Services

1) Infrastructure as a Service (laaS)

Infrastructure as a Service (laaS) is the base of cloud services as it provides clients
access to server hardware (as virtual machines VMs). It is also responsible to provide storage,
bandwidth and other essential computing resources to the clients. The application resides on
the virtual hardware with its virtual operating system (Figure 4). Some critical areas create
issues in e.g. trusting the virtual hardware image etc.

6



PJCIS (2016), Vol. 1 No.2:1-13 A Study of Issues and Challenges

Cloud Infrastructure

laaS

Infrastructure as a Service (laaS)

Figure 4: Infrastructure as a Service (l1aaS) Architecture

2) Platform as a Service (PaaS)

Platform as a Service (PaaS) builds upon laaS and gives computing infrastructure without
any need to buy and manage it (Figure 5). It also provides access of the software’s and
services to the clients to develop (enables programming environments) and use the
applications (software).

Cloud Infrastructure Cloud Infrastructure

laaS

PaaS
PaaS

Platform as a Service (PaaS)

Figure 5: Platform as a Service (PaaS) Architecture

3) Software as a Service (SaaS)

laaS and PaaS provide the elementary architecture to Software as a Service (SaaS).
This service enables clients to access software applications (as on demand service) with
integrated. In this architecture, client gets hold and use software components from different
providers (Figure 6). Protection of the information and secure connection for these composed
services are major issues in SaasS.
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Cloud Infrastructure Cloud Infrastructure Cloud Infrastructure

PaaS laaS
SaaS SaaS PaaS
SaaS

Software as a Service (SaaS)

Figure 6: Software as a Service (SaaS) Architecture
CLOUD ARCHITECTURE

The Cloud Computing Architecture consists of On-premise resources (which are
installed and managed locally by individual/organization), these resources also known as
SaaS, Middleware (software that connects computers and devices to other applications),
Software components and their location. It usually involves multiple cloud components over
a loose coupling mechanism communicating with each other for example a messaging queue
[18].

1. User Interface| | (jient ! ls_legf:ge])ata
and API
User Data | | 2, Long Running
2. Meta Data Center Analysis
Corporate e
3. Caching User gesserien e 3. Data Processing
Front End Back End

Figure 7: General Cloud Architecture

Business parties must identify each individual requirement of their application. If
organizations already have a cloud platform then they must understand the corresponding
requirements for maintenance of existing cloud.

A cloud architecture has two major parts, one is a front end and other is back end
(Figure 7 & 8). The connection between front end and backend is through a network as a
cloud, generally the Internet. Computer users are mostly at the front end in architecture. The
back end in architecture is known as cloud or Data Store, where large data processing is done.

In Cloud Computing, the front of the system contains devices for client usage to
access the network or may be a computer network to communicate with cloud. Some
application software’s are also needed to access the system. But it’s not the same interface for

8
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all users of cloud computing system. For example email programs use existing web browsers
such as Google, Microsoft’s IE. etc. Some unique applications are used for other types of
systems which provide network access to their clients.

Service
End User Provider
Via Internet www Via VPN

Firewall F\

For both
Internet
VPN

Front End of Cloud

Ho®

PQ%\\\)%‘P"

-

Athentication

Back End of Cloud
=T,
—

e

v

Figure 8: High level Cloud Architecture

When the clouds are combined together, they make a Cloud Computing System.
Generally, there is an individual dedicated server for services of each application. For system
administration (all individual servers), client demand and traffic monitoring, there is a central
server. It ensures that every system component runs effectively. Middleware allows
computers to communicate with each other that are connected on networks (cloud) [17]. For a
large number of customers in cloud computing, service providers need a huge storage space
to tackle all demands.
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ISSUES AND CHALLENGES
A - Issues

1. Attacks That Target Shared Channel

The software implementation of a machine is called a Virtual machine that runs its
own OS. Software application on different OS environment can simultaneously run multiple
VMs. Data can be hosted on different VMs in a shared cloud media from different sources
but located on an independent physical server. Software applications
running on one VM doesn’t impact software running on another VM. This ensures maximum
flexibility. In a recent study, it is possible to locate the internal cloud framework and map
where a particular virtual machine resides. The results from this study may only be proof of
concept at this stage but it is likely possible that cloud servers being a central point of
susceptibility can be maneuvered criminally.

2. Data and Service Availability

A major liability in cloud computing environment is failure of internet connectivity as
most organizations are reliant on the internet access to their shared and collective data. In
addition if susceptibility is indicated in a cloud environment, the business might end all
connection to the cloud service provider until the threat is eliminated.

3. Compatibility

Compatibility is another major issue in cloud computing. Different services are being
provided by different dealers that may not be compatible with each other, thus making it
difficult for the end user to switch the vendor. Constant changes and frequent improvements
are likely to occur in cloud computing and businesses must keep themselves updated to
ensure data integrity and security. These changes will be impacting both security and
software development life cycle.

B - Challenges

Due to the immaculate use of computer, storage access, data security and data
communication has become of high importance. The external communication of cloud is
similar as any other communication over the Internet [14]. Technologies that ensure specific
control policies should be used to protect it [5]. There are many problems that show inimical
impact on cloud computing with respect to security.

An implementation of cloud computing infrastructure means storing hypercritical data
in hand of a third party. This is important to ensure the data security. Data is encrypted all the
times with clearly defined tasks. The only way to ensure the encrypted data’s confidentiality
on a cloud storage server is that the user/client can administer the encryption process.

10
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Privacy is one of the core issue that is faced in all the challenges that includes the urge
to protect the confidential information. System must ensure the data confidentiality as the
companies doing large scale business would not be preferring to do the transactions of data
through cloud servers which involve the interference of another system.

Data integrity ensures the validation of data and protecting the data from getting
deleted or corrupted. It ensures that only authorized users should be able to access the data.
There is no inclusive practice that guarantees data security and finally it leads to the trust
among the users [18]. In cloud-based storage, data may be scattered across multiple servers
and locations. The user loses control over his data and is unable to inspect the data links
visually [19] . The cloud data must be accessible to only those who are authorized, making it
critical and thus monitoring who is accessing the data via cloud. To ensure the user
authentication integrity, data access logs needs to be maintained to verify the authorized users
accessing the data.

By the usage of cloud computing services, one can easily have access to the
information stored on the shared medium and make it accessible to different services across
the internet. An identity management system can help authenticating the users and services
that are based on credentials. A major issue in this approach is interoperability problem that
may result from using different identity credentials and negotiation protocols. Current
authentications that are based on passwords have different drawbacks and reflect notable
risks. An identity management system should be capable to protect the users and services
private information.

CONCLUSION

The key motivation for writing this paper is to have a glimpse of cloud computing as
an emerging technology in the new era. It can be used to address tactical issues which IT
industry faces like resource availability and reliability; data center cost, operational process
evenness and also implies a design paradigm to construct computer software as a service,
reduced information technology aerial and great flexibility. Cloud computing is a growing
technology paradigm that most of the infrastructure and services industries are focusing to
capture potential opportunities. This paper highlighted some of the issues faced by cloud
computing and also discussed some challenges. It is important for the cloud computing to
have standardized security measures.
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Abstract

Machine learning algorithms are applied in all domains to achieve classification tasks.
Machine Learning is applicable to several real life problems. Aim of this paper is highly
accurate predictions in test data sets using machine learning methods and comparison of these
methods to select appropriate method for a particular data set for binary classifications. Three
machine learning methods Artificial Neural Network (Multi-Layer Perceptron with Back
Propagation Neural Network), Support Vector Machine and K-Nearest Neighbor are used in
this research work. The data sets are taken from UCI website. A comparative study is carried
out to evaluate the performance of the classifiers using statistical measures e.g. accuracy,
specificity and sensitivity. These results are also compared with previous studies. Experimental
outcomes show that the Artificial Neural Network method provides better performance, and it
is strongly suggested that the Multi-Layer Perceptron with Back Propagation Neural Network
method is reasonably operational for the task of binary classification followed by Support
Vector Machine and K-Nearest Neighbor.

Keywords: Artificial Neural Network, Classification algorithms, K-Nearest
Neighbor, Machine Learning, Binary classification, Support Vector Machines

INTRODUCTION

Machine learning is a type of learning in which a system can learn with some input
data and tries to improve its performance that is measurable with the help of some measures.
The motivation of using machine learning is as follows: There are many tasks that require an
adaptive system that can learn e.g. handwriting recognition, speech recognition etc. Learning
is also useful as an alternative to hand-coding a program. For example, if one wants to
develop a program which can play the game of chess, he can hand code all the rules or
conditions necessary to play chess game. An alternative way of writing such programs would
be to provide a system with the database of chess game and their outcomes. The system can
apply learning methods to learn to play a good game of chess without explicitly telling the
system which move to take in which situation. But provision of a large database is necessary
from which the system can decide. Provision of database is usually easier than hand-coding
the rules. So one can save a lot of manual effort if system is able to learn itself. Different
types of machine learning methods can be used in variety of ways e.g. supervised learning,
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unsupervised learning and reinforcement learning. In our research work, we have used
supervised learning in which a system is given labeled training examples (inputs+ outputs).

Classification, also called concept learning, consists of learning a description of a
class of objects. This description is typically used to predict whether new objects fit the class
or not. It has been of keen interest for researchers of computer engineering. In mammogram
analysis: we are given a mammogram, and we want to classify the mammogram as normal,
cancerous or pre-cancerous and in document understanding: we are given a rectangular
region from a scanned image (region) and we want to be able to say whether this is a text
region or graphic region.

Numerous classification techniques have been used in past for classification of
SPECT heart, diabetes, banknote authentication, liver disorder, and radar signals returned
from ionosphere data in the literature. For diabetes detection, Deng and Kasabov used 10-fold
cross-validation (FC) using ESOM and attained classification accuracy of 78.4% [1]. Aslam
and Nandi used genetic programming (GP) and a variation of genetic programming and
gained classification accuracy of 78.5£2.2% [2]. The classification algorithms Naive Bayes
classifier, C4.5, BPNN algorithm, and SVM for the classification of some liver patient
datasets were evaluated by Ramana [3]. Gulia et al., also evaluated the classification
algorithms Multi-Layer Perceptron, SVM, Random Forest and Bayesian Network for the
classification of liver Patient datasets [4]. SVM algorithm is considered as the better
performance algorithm, because it gives higher accuracy irrespective of other classification
algorithms before applying feature selection. Random Forest algorithm outperformed all
other techniques with the help of feature selection with an accuracy of 71.8696%. Asadi et
al., used a new Supervised Feed Forward Multi-layer Neural Network (SFFMNN) model [5].
In SPECTF Heart, the accuracy of Clip3 and Clip4 was 77%. Shao et al., obtained
81.3874.59% accuracy [6]. Radar target identification is a very rarely explored domain. Samb
achieved prediction rate of 86.29% on ionosphere dataset [7]. Pujari and Gupta obtained a
greater accuracy of 93.84% using ensemble model with feature selection [8]. Mohamad et al.,
used the technique of Artificial Neural Network using back-propagation algorithm for
classification of banknote authentication dataset [9]. Ghazvini et al., used Bank Notes dataset
and compare Naive Bayes and Multilayer Perceptron using the classification technique [10].
The results in his study were obtained using Naive Bayes and Multilayer Perceptron with
accuracy of 87.43 and 95.21% respectively.

Durodola et al., used Artificial Neural network algorithm for the prediction of damage
caused by random fatigue loading and get very encouraging results [11]. To model roadway
traffic noise Hamad et al., used ANN algorithm and get good performance than other existing
methods so far in the literature [12]. Evaluation of exhaust emission of the engine was carried
out by Celebi et al., using ANN for the prediction of sound pressure level and vibration of the
engine [13]. Results showed that generated model was capable for the estimation of
parameters with high accuracy. Liu et al., used SVM algorithm for multi class sentiment
classification and concluded that this method is significantly better than the others for multi
class sentiment classification [14]. Cholette and Borghesani addresses the problem of
estimating continuous boundaries between acceptable and unacceptable engineering design
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parameters in complex engineering applications and used SVM algorithm for this purpose
and get very promising results [15]. In order to predict the different types of road surfaces
based on tire cavity sound acquired under normal vehicle operation Masino et al., applied
SVM algorithm that is comprehensive and inexpensive provides good accuracy [16]. Chen
and Hao used both SVM and KNN algorithm for stock market indices prediction [17].
Mohammed et al., used KNN for the solution of vehicle routing problem and get optimal
route result [18]. Faziludeen and Sankaran used Evidential K nearest neighbour for ECG beat
classification and proved that EKNN system outperforms [19]. Munisami et al., used KNN
algorithm based recognition system capable of identifying plants by using the images of their
leaves and get accuracy of 87% [20].

This research has been conducted with the objective to examine and evaluate the
existing machine learning techniques and find out which technique provides better results for
which problem dataset. It presents comparative analysis to help researchers to solve the real
world complex binary classification problems more efficiently. Complexity is also calculated
and presented in terms of training time. The machine learning classifiers used in this research
are evaluated by applying on real world classification problems of diabetes, liver and heart
diseases detection, ionosphere data and banknote authentication classification. Some problem
datasets had no missing values, and none of the feature values was categorical. Although
several comparisons are available for these algorithms in previous studies but to the best of
our knowledge these algorithms are being used for the first time for the problem datasets.
These problems are very challenging in near future. More than several million people around
the world are suffering from diabetes, liver disorders and heart disease. In immediate future
large number of physicians would be needed if this rapid rise of diabetes carries on. Now, it
is the need of time to use classifier system in medical diagnosis. If some attributes of a patient
are available a classifier system won’t need physician to figure that person is affected or not.
If assessments made by physician for past patients having same conditions are stored then a
classifier system can be developed to make use of the stored conditions according to the
stored assessments. This will benefit physician greatly keeping the significance of the expert
opinion in disease diagnosis. In addition to these, counterfeiting has a past history and will
continue in the future as well. All of us are being affected by the counterfeiting of banknotes.
The reprographic technologies have been developed increasing the threat of counterfeiting.
So a classifier system is also needed for banknote authentication. Machine learning
algorithms used in this research are introduced briefly in next sections.

MACHINE LEARNING ALGORITHMS

K-Nearest Neighbor rule

In 1950, a new classification algorithm K nearest neighbor was introduced by Fix and
Hodges [21]. This algorithm is pretty different from other algorithms because there is no
training case at all, so the algorithm gets the training and testing set at the same time. Input is
a set of training examples {x;,yi} where x; is the set of attribute value pairs from the i"
instance and y; is the label and if we are doing the classification it is the class label {ham or
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spam} or if we are recognizing the digits it’s the value between 0 to 9. Testing point is x that
we want to classify. The algorithm works by taking the point x and computing the distance
D(x, x;) to every training example x;. Out of those training examples it picks k instances
which are closest to x;, to X and looks at their labels y; to yi and picks the label which is
most frequent in that set of labels.

Support Vector Machines

In 1968, Vapnik and Chervonenkis introduced the concept of Support Vector
Machines (SVMs) [22] . This algorithm can also be used for classification. Let’s say, for
linearly separable binary sets we have a two dimensional plane with two classes of objects
and we want to put a border between them. The goal of SVM is to design a hyperplane that
classifies all training vectors in two classes. A hyperplane can be represented by a normal
vector and a scalar. Normal vector determines the orientation. The bias, on the other hand
controls the displacement from the origin. The margin can be described by using two
hyperplanes, by changing the angle of normal vector, we can rotate the margin or if we want
to shift, we can increase or decrease the bias. The best choice will be the hyperplane that
leaves the maximum margin from both classes. The margin is the distance between the
hyperplane and the closest elements from the hyperplane. so the hyperplane for which margin
is higher is selected [23].

Artificial Neural Networks

Neural Network (NN) is a system which has been inspired biologically. In 1943,
McCulloch and Pits are generally recognized as the designer of the first neural network [24].
First learning rule for NN was devised in 1949 by Hebb [25]. Minsky and Papert published a
paper in 1969 in which they highlighted the computational limitation of Perceptron unit [26].
This leads to a virtual decline in the research work in NN. Fortunately, in 1980°s called re-
emergence of interest in NN & many researches came up with more complex architecture in
the form of multi-layer networks. That overcame the limitation of Perceptron unit. Today
research in the area of NN is active and these are being used in a variety of applications.

In Artificial Neural Network (ANN), we have a network of simple processing
elements which are connected to each other via weighted links. Inputs are fed to the input
unit and as a result computations done in this unit and the outputs are produced. NN has
variety of applications. It has been used for recognizing hand-written letters, for predicting
online the quality of welding spots, for identifying relevant documents with in a carpus (large
no of documents), for visualizing high-dimensional of space then tracking online the position
of robot arms.

It can be divided into three main types depending upon how an ANN partitions the data into
different classes: Multi-Layer Perceptron (MLP), Radial Basis Function Network (RBF) and
Probabilistic Neural Network (PNN). In this research only the first type is used and interested
readers can read details about other types in [27] .
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Back propagation Neural Networks (BPNNs) is based upon a technique that works
using supervised learning called Back propagation learning. Commonly it is named as the
Feed Forward Back Propagation Neural Network (FFBPNN). With respect to architecture it
is mainly a Multi-layer Perceptron. The BPNN was the gemstone that charmed and fascinated
researchers and revealed the true influence of NN. It opened research flaps with never-ending
opportunities in numerous fields of sciences, engineering and statistics; and it is
computationally efficient. But on the darker side the Back propagation NN has also been
named as the ‘black box’ (as we cannot interpret easily the rules that NN learns) as it has a
fixed algorithmic operation only with no fixed topology (number of neurons and nodes used)
for it. Irrespective of all these aspects overall the BPNN is relatively accurate and easy to
work with respect to other neural networks.

EXPERIMENT

This section firstly describes the datasets used for experimental work. Secondly it
explains the experiments conducted to solve the problems.

Dataset Description

Table of examples or instances are used to represent the data in supervised machine
learning task. Fixed numbers of measurements, or features, are used along with a label that
denotes its class to describe each instance. Features which are also called attributes are of two
types namely nominal and numeric. Nominal attributes are unordered categories. Numeric
data consists of real numbers. Two sets of examples are required for application of a machine
learning algorithms i.e. training and test examples. Learned concept descriptions are
produced by use of training examples set. To evaluate the accuracy, test examples set is
required. Class labels are missing in testing phase. A class label is produced as an output
when the algorithm is applied with the test example as input. In this paper, all the problem
datasets are taken from UCI machine learning repository Blake and Merz [28] and details are
given in Table 1.

Table 1: Dataset Details

Training  Testing

Dataset Name S;r%tpalles Samples Samples Features
70% 30%
lonosphere 1352 246 105 34
PIMA 768 538 230 8
SPECT Heart 267 187 80 44
Banknote Authentication 1372 9260 412 4
ILPD 583 409 175 10
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Performance Measurement

Three statistical measures are used to calculate the performance of each classification
method i.e. Specificity, sensitivity and accuracy. (TN) true negative, (TP) true positive, (FN)
false negative and (FP) false positive cases are used to describe these measures. Suppose, we
take a test of some people for verification of some disease. The term true positive is for the
case if the test results are positive and the resultant people have the disease. False negative is
for the case when some of them are infected with the disease but test results show they are
clear. The term true negative is for the case if the test results are negative and the resultant
people are not affected with that disease. At last the people who are not affected with the
disease and are healthy but test results is positive, is termed as false positive. FN, FP, TN, TP
cases are shown in Table 2.

Table 2: Confusion Matrix for Actual and Predicted Cases

P’ (predicted) N’(predicted)

P(Actual) True Positive False Negative

N(Actual . .
( ) False Positive True Negative

Specificity
The capability of the system of predicting the accurate values for the cases that are the

opposite of the desired one is called as specificity. In short, it measures the proportion of the
true negatives. Specificity can be calculated using the equation below:

SPEC = Negative hits / Total negatives = TN/ (FP +TN) (1)
Sensitivity
The capability of the system on predicting the accurate values in the cases presented is
called as sensitivity. In short it may be defined as the measures the proportion of the true
positives. Sensitivity can be calculated using the equation below.
SENS = Positive hits / Total Positives = TP / (FN+TP)(2)

Classification Accuracy

Considering the positive and the negative inputs classification accuracy measures the
proportion of correct predictions. Classification accuracy is dependent on the data set
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distribution, which can lead to incorrect conclusions regarding the system performance.
Classification Accuracy can be calculated using below equation:

ACC=Total Hits /Total Number of entries in the set = (TP+TN)/ (P+N)(3)

RESULTS AND DISCUSSION

The experimental work is carried out on core i3 with 2GB RAM on windows platform
using MATLAB R2011. In order to divide the data of the dataset we used 70: 30 % ratios
respectively for training and testing. Training data is used to train the classification
algorithms. Testing data is used to calculate the strength or proficiency of classification
algorithms. Outcomes taken from classification algorithms are matched with true classes to
distinguish true positives, true negatives, false positive and false negative values. We
compute these values to build the confusion matrix [29]. Each cell contains the row number
of samples classified for the corresponding combination of desired and actual model output.
While studying the performance of each classification algorithm, all results are calculated
over 100 runs. Training time is averaged for these classifiers. We checked the results for
ANN for different sizes of hidden layer. We used Euclidean distance in order to compute the
distance in K-nearest neighbor algorithm. For support vector machine algorithm, we checked
the results for three different kernel functions like Polynomial, RBF, MLP with varying
parameter values like polynomial order, value of sigma in RBF and MLP parameter.

Comparative Analysis

Tables 3, 4 and 5 show the results of classifiers:

Table 3: ANN Results

Dataset Name Accuracy Sensitivity  Specificity
(%) (%) (%)
lonosphere 100 100 100
PIMA 91.73 87.7 94.28
SPECT Heart 100 100 100
Banknote Authentication 100 100 100
ILPD 90.85 93.79 82.60

Table 4: SVM Results

Dataset Name Accuracy Sensitivity Specificity
(%) (%) (%)
lonosphere 92.38 97 87
PIMA 75.21 62 81
SPECT Heart 81.25 77 90
Banknote Authentication 100 100 100
ILPD 66.66 75 45
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Table 5: KNN Results

Dataset Name Accuracy Sensitivity Specificity
(%) (%) (%)
lonosphere 78.095 60 92
PIMA 78.26 48 92
SPECT Heart 77.50 100 14
Banknote Authentication 100 100 100
ILPD 72 90 27

From Table 3, 4 and 5, it is clear that all classifiers achieve 100% accuracy for
banknote authentication dataset. These results are also consistent with previous findings [9].
It may be because of smaller feature set containing all the information required to
discriminate genuine and forged banknotes. In addition to banknote authentication dataset,
ANN also achieves 100% accuracy for SPECT Heart and lonosphere dataset.

SVM s the second best for SPECT Heart and ionosphere dataset and it achieves
81.25% and 92.4% accuracies respectively while for the same datasets, KNN is able to
achieve only 77.5% and 78.11% accuracies respectively. Both of these datasets have large
number of features and the results shows that ANN handles these large datasets quite easily
while SVM and KNN fail to do that.

ANN is still the best classifier for PIMA and ILPD datasets as it outperforms the other
two classifiers. The performance of other two classifiers is not the same, where KNN
performs better than SVM. The reason for low performance of PIMA and ILPD datasets for
all the classifiers are that, these algorithms do not handle missing values effectively.

Moreover, ANN not only achieves better accuracy compared to other classifiers, it
provides desirable stability between sensitivity and specificity while other classifiers fail to
maintain that. These results prove that ANN is the best classifier for all these datasets.

General Comparison

An overall comparison of classifiers is presented as bar graph in Figures 1-3.
According to this comparison, ANN is optimal classifier for binary classification problems in
all aspects including accuracy, sensitivity and specificity irrespective of any particular
problem dataset. Thus we can say that ANN is the best classifier for binary classification
problems.
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Accuracy Comparison
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Figure 1: Accuracy Comparison for ANN, SVM and KNN
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Figure 2: Sensitivity Comparison for ANN, SVM and KNN

Specificity Comparison
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Figure 3: Specificity Comparison for ANN, SVM and KNN

In Table 6, complexity of classifiers in terms of training time is presented. Results
show that classifiers used in this research are not complex. Based on training time ANN is
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complex and KNN is the simplest among these classifiers while SVM shows very high
complexity only for liver patient dataset and for rest of dataset, its complexity is low.

Table 6: Complexity Comparison

Average Average Average
Dataset time time time
for ANN(s)  for SVM(s)  for KNN(s)
lonosphere 0.56 0.138 0.01
PIMA Indian Diabetes 4.87 0.30 0.027
Spect Heart 1.36 0.08 0.01
Banknote Authentication 0.5 0.39 0.022
ILPD 1.02 4.55 0.024

There are other methods which have been used for classification of these five datasets
in the past. We compare our results with the results obtained so far in the previous literature.
Table 7 gives the classification accuracies of previous methods where classification accuracy
represents the percentage of instances correctly classified using test data.

Table 7: Comparison with Previous Work

Dataset Algorithm Accuracy (%) Ref. No
PIMA Indian Diabetes GP 78.5 [2]
ILPD Random forest 71.86 [4]
SPECT Heart Clip 3,4 77 [5]
lonosphere Ensemble 93.8 [8]
Banknote Authentication Naive bayes 87.9 [10]
Our Results Accuracy (%) ANN SVM KNN
PIMA Indian Diabetes 91.73 75.21 78.26
ILPD 90.85 66.66 72
SPECT Heart 100 81.25 77.50
lonosphere 100 92.38 78.095
Banknote Authentication 100 100 100

It is clear from Table 7, KNN algorithm produced similar results as in previously
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datasets. SVM algorithm also produces similar results but only for ionosphere dataset. Apart
from this, ANN results are much better than the results produced by SVM and KNN
algorithms.

CONCLUSION

On the basis of several experiments, SVM and KNN algorithm show variation in
results for different problem datasets due to size and attributes. Algorithm which performs
better in terms of sensitivity and accuracy rate over a problem dataset has been considered as
the best classification algorithm for that problem dataset. From results, it can be concluded
that ANN is suitable for given tasks. ANN Classifier is optimal classifier for classification of
all the datasets. Overall, ANN has achieved remarkable performance with highest accuracies
followed by SVM and KNN. In all respects, ANN performs better, hence ANN is
recommended for binary classification irrespective of any problem dataset.

As far as complexity is concerned, as mentioned in Table 6, on average ANN takes
maximum five seconds, SVM takes less than five seconds and KNN takes only one second. It
can be concluded that KNN performs faster and is not as complex as ANN and SVM. ANN’s
complexity increases with increasing hidden layer size that’s why it takes more time in
training. Overall training time for these classifiers is five seconds which is negligible.

RECOMMENDATIONS

For future work, it is suggested that due to excellent performance on all five datasets
in this research, one can apply ANN on other binary classification problems and strengthen
our conclusion after evaluation. The parameter response is not clear and can be further
explored. While working with ANN, it is found that all the datasets perform differently for
specific hidden layer size so we can’t say that which size is good for all datasets. This area
can be further explored. SVM is good for binary classification. We used three kernel
functions in this research, so other functions can be explored. Euclidean distance is used in
our study, so we suggest that other distances can be used in future research work.
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Abstract

Many problems in science and engineering field are modeled by Partial Differential
equations (PDEs). Non-linear, reaction diffusion equation, Fisher’s equation, models different
problems in ecology, biology and mass and heat transfer. This paper concerns with the
development of meshless method of lines (MOL) for solving Fisher’s equation. This method is
applied in two steps. In the first step, Space derivatives are approximated by different radial
basis functions. It results in conversion of PDE to system of ordinary differential equations
(ODEs) which are then solved by Runge Kutta method of order 4 (RK4) in the second step.

Finally L,, L, and root mean square (RMS) error norms are hired to check the behavior of
the method. The proposed method is compared with some available methods in the literature.

Keywords: Multi Quadric (MQ), Inverse Multi Quadric (IMQ), Gaussian (GA),
Inverse Quadric (1Q), Runge Kutta method of order 4 (RK4).

INTRODUCTION

In applied mathematics and physics, nonlinear phenomena play an essential role. For
PDEs field of nonlinear control problems are the most mathematically challenging in the
association of distributed parameter systems. Fisher’s equation was first introduced by Fisher
to model the advance of freak gene in an infinite domain and is nonlinear evolution equation
[1]. Furthermore, Fisher’s equation has been used as a basis to model the spatial spread of
gene in chemical wave propagation, branching Brownian motion process, flame propagation,
nuclear reactor theory [2-5], spread of invasive [6] , bacteria [7] , epidemics[8], and many
other disciplines.

The Fisher’s equation is defined by
ou o
EZDW-FQU(].—U), (1)

Where tshows the time and X e (—o0,o0) shows the position. A reactive coefficient «and
diffusion coefficient D parameterized the reactive and diffusion process.
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In this paper we have considered the following form of Fisher’s equation,
u, —u,, —ocud—u)=0. 2
Where ¢ is an arbitrary constant.
The exact solution of Eq. (2) is given in [2],

1
2 .
a S5a.t
(S )x—22=
{1+e 6 6}

Many properties of Fisher’s equation as a typical nonlinear reaction diffusion system
have been studied by many authors, including the singular property and the travelling wave
behaviour [2, 9-12]. Excellence summaries of Fisher’s equation are provided by Kawahara &
Tanaka [13], Baraznik & Tyson [14] and Larson [15]. The analytical study of Fisher’s
equation by using Adomian decomposition method is discussed by Wazwaz & Gorguis [2].
For the generalized Fisher’s equation, the exact and explicit solitary wave solution has been
presented by Wang [16]. The numerical solutions of Fisher equation were not present in the
literature till 1947. First time Gazdag & Canosa [17], presented the numerical solution of
Fisher’s equation with a pseudo-spectral approach. After that Fisher’s equation has been
solved numerically by a lot of researchers. To discuss the numerical solution of Fisher
equation, the implicit and explicit finite differences algorithms were presented by Twizell et
al. [18] and Parekh & Puri [19]. Carey & Shen [20] used a least-squares finite element
method. Comparison of nodal integral and non-standard finite schemes by Rizwan-Uddin
[21] and Galerkin finite element method is proposed by Tang & Weber [22]. By using
centered finite difference algorithm, the asymptotic boundary conditions are developed by
Hagstrom and Keller [23]. A best finite-difference scheme for Fisher’s equation proposed by
Mickens [24], a pseudo spectral method was proposed by Olmos and Shizgal [25], a moving
mesh method is used by Qiu & Sloan [26]. Also by applying wavelet Galerkin method,
Fisher’s equation is studied by Mittal et al. [27].

u(x,t) = 3

MOL is an efficient technique to find the numerical solution of PDEs. The main
theme of this method is to discretize the space derivatives and the time derivatives remain
continuous. The German mathematician Erich Rothe introduced MOL in 1930 [28]. He
applied it to parabolic type equations, but it can be used in broad sense. MOL is considered as
special case of FDM but it is more effective than FDM due to its accuracy and less
computational cost.

We first discretize the given PDE in space variable by approximating the spatial
derivatives by RBF/FDM and then solve the system of ODEs by any ODE solver. In recent
years, different PDEs are solved by MOL, including, burger’s type equation [29], generalized
Kuramoto-Sivashinsky equation [30], KdV equation [31]. KdVequation for small time [32].
For stability and convergence of MOL see [33-35] .
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FORMULATION OF METHOD OF LINES

In this section we will find the numerical solution of Equation (2) by applying MOL.
By using RBF, the problem domain will be discretized in space variable which will convert
the given PDE into system of ODEs, which will be easily solved by using any appropriate
ODE solver. In this work we will use RK4 method.

RBF collocation

This section is concerned with MOL-RBF interpolation. By using RBF we will
interpolate the approximate solution to the problem.

Let U be the RBF approximation to u, which denote solution of the given PDE. Let
us divide the problem domain in n nodes, X, X,, -+, X,, in QUaoQ where Q represents the

interior and oQ is the boundary of the domain. Also x;,x, € 0Q, while x,,X;,--+, X, , € Q.
The RBF approximation of u(x) is given by,

G(X) ZZn:ki¢j = k1¢1 + k2¢2 et kn¢n’

=0(X)=d" (x)k 4)
Where ®(X) =[¢, (X),4,(X),--- ¢, ()] and Kk =[k,,k,,---k, [
Here ¢, denotes the RBFs and k; are the unknown constants.
Let we denote approximate solution is at j" node by u; i.e. a(x;)=u;Then from Equation

(4),

u = oy (Xl)k’
u, = oy (Xz)k’
u, =@ (x,)k,
Which can be written in the matrix form as,
Bk =u, )

¢1(X1) ¢2(X1) ¢n(X1)

Where B = ¢1('X2) ¢2('X2) ¢n(X2) |
A0 B - hix)

k, u,

k= k:2 and u= u:2

‘ u
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In above equation matrix B is called the interpolation (or collocation) matrix and it
consists of RBFs at nodes.
From Equation (5), we have,
k=B™'u
Putting this value in Equation (4), we get
a(x)=®" (x)Bu,
= U(x) = P(x)u, (6)

Here ®(x) =[¢; (x).6,(x),++,¢, (9], u=[u, U+~ u, Jand P(x) = @7 (x)B™,

The singularity of collocation matrix B depends on the choice of RBF. For this
purpose; choose the value of shape parameter cas large as possible to get large difference
between at least two columns of B . However this produces less accuracy to contrast with that
of small values of c. But small value of ¢ causes ill-conditioning of collocation matrix. So
the shape parameter has great effect on condition number [36]. The determination of best
value of c is still problem. There are many methods to find the best value of c¢. The most
easy and popular is the brute force method in which Max-error is plotted for different values
of c. The value of ¢ on which the least Max-error is appeared is considered as best value of
shape parameter. This technique is applied to find the optimum value of ¢ by the authors in
[30] and [31]. Different methods of finding optimal value of ¢ are given in [37-41].

Application of MOL-RBF to Fisher’s Equation Using RBF

In this section, we will approximate the unknown solution u(x) as a linear
combination of n RBFs to find the numerical solution of Fisher’s equation by applying
MOL. We consider Fisher’s equation,

U, —u, —aul-u)=0 (7
Where ¢ is arbitrary constant,
the initial condition is taken as,

u(x,0)=w(x) a<x<b, (8)
and the boundary conditions are,
u(a,t)=<&(t), u(b,t) =n(). )
Using Equation (6) to Equation (7), we get the following collocated form of Equation (7)
du; .
d—t‘—PXX(xj)u—auj(l—uj)zo, j=12,---,n, (10)
Where u; t) = uj, and Pxx(xj) = lPlxx(Xj) PZXX(Xj) T anx(xj )J’
. 0?
With kax(xj) =yPk(xj).
To write the system of (10) as a column vector, let
U :[ul u, - un]T’

Pxx = [kax (Xj )J

nxn "
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Then Equation (10) can be written as,
du

W—PXXU —aU(1-U)=0, (12)
We can write Equation. (11) in compact form as,
du
—=F(U), 12
- =FU) (12)
Where
FU)=PU +aU((1-U). (13)
The initial condition can also be written as,
Ut)=Uy, =u°(x) u’(x) - u®(x,)]. (14)
From the boundary conditions,
U, (t)=S(), u,(t) =n(). (15)

Now we will solve resulting system of ODEs (12) with initial conditions (14) by using RK4
method.
The RK4 algorithm for Equation (12) is

Um”:Um+%(K1+2K2+2K3+K4). (16)
Here K, =FU™),
K2=F(Um+%Kl),

K,=FU" +%K2),
K,=F(U" +AtK,).
Here U™ is the approximate solution atm™ time level, Atis the time step.

RESULTS

In this section we will give numerical example to show the accuracy of our method.
We will compare our method with DQM.
1.1 Test Problem 1
We consider the Fisher's equation,
U, —u, —aul-u)=0 @17
Where « is an arbitrary constant.
The exact solution of Equation (17) is given by,

u(x,t) = !

21
a S5a.t
([ 5)x—22=
{14_6\/? 6 }

The initial condition and boundary conditions are,

(18)
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Ja) (19)

(20)

zjb_@_ 2' (21)

Numerical calculation is perform;ed over the interval [01]x[01] with step size

h=0.1 and time step At = 0.001, with « =6. Different types of RBFs are used such as MQ,

IMQ, GA and IQ. Table 2 is concerned with the error norms to assess the behavior of MOL,
which are defined as follows:

L, = max|u* —u|, @)

L, = /hzn:(u*—u)z, (23)

(24)

Where u® and u are exact and numerical solutions respectively. From Table 1 it can
be easily observed that MQ, IMQ, and GA have more accurate results than 1Q. We have
taken the values of c=11.4,2.2 and 0.34 for MQ, IMQ, GA and IQ respectively. In Table 2,
there is comparison of MOL and DQM and it shows that MQ, IMQ and GA results are more
accurate than that of DQM whereas 1Q has less accuracy than DQM.

In this work, we have applied brute-force technique to find the best value of ¢. From
Figure 1, we can see that the least Max-error for MQ is at ¢ =1.1, Figure 2 shows that least
Max-error for IMQ is at ¢ =1.4. Similarly in Figure 3 one can see that least Max-error for
GA occurs at ¢ =2.2 and the Figure 4 represents that Max-error for 1Q attains its minimum
value at ¢ =0.34.

Now we highlight the Figures of comparison of numerical and exact solution. In
Figure 5, graph of numerical solution falls nearly to that of exact solution. And same as the
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result for the graph of IMQ and GA, In Figure 6 and 7 respectively, but the graph of 1Q in

Figure 8 is slightly different from others.

Numerical Solution of

Table 1: L_,L,and L, for different RBFs

t | RBF L. L, Lyms
0.1 | MQ | 2.6452E-07 | 1.3234E-07 | 1.3234E-07
IMQ | 3.5363E-07 | 2.1788E-07 | 2.1788E-07
GA | 75121E-07 | 2.8072E-07 | 2.8072E-07
IQ |55756E-03 | 2.9324E-03 | 2.9324E-03
0.2 | MQ | 4.7441E-07 | 2.9961E-07 | 2.9961E-07
IMQ | 4.0007E-07 | 2.5327E-07 | 2.5327E-07
GA | 8.7103E-07 | 3.3578E-07 | 3.3578E-07
IQ |2.2767E-02 | 1.1850E-02 | 1.1850E-02
0.3 | MQ | 7.3297E-07 | 4.9349E-07 | 4.9349E-07
IMQ | 4.6189E-07 | 2.4497E-07 | 2.4497E-07
GA | 9.3713E-07 | 3.6373E-07 | 3.6373E-07
IQ |5.3162E-02 | 3.4769E-02 | 3.4769E-02
04 | MQ | 9.9249E-07 | 6.6783E-07 | 6.6783E-07
IMQ | 5.2276E-07 | 2.4321E-07 | 2.4321E-07
GA | 9.9070E-07 | 3.9942E-07 | 3.9942E-07
IQ |8.8148E-02 | 6.0523E-02 | 6.0523E-02
05 | MQ | 1.1806E-06 | 7.9318E-07 | 7.9318E-07
IMQ | 6.1118E-07 | 2.6904E-07 | 2.6904E-07
GA | 1.0535E-06 | 4.4895E-07 | 4.4895E-07
IQ | 1.1332E-01 | 7.8289E-01 | 7.8289E-01

L 1 L L
02 04 0B 08 1 12 14 18 18 2 22

Figure 1: L., error norm for different values of ¢ using MQ
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o L h T
02 0.4 0e o8 1 12 1.4 16 16 2 22

Figure 2: L, error norm for different values of ¢ using IMQ

1 12 14 16 18 2 22 24 26 28 3

5 I L I L I L 1 L L
02 022 024 026 028 03 032 034 036 038 D04
c

Figure 4: L, error norm for different values of ¢ using 1Q
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Figure 5: Comparison of numerical and exact solution using MQ
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Figure 6: Comparison of numerical and exact solution using IMQ
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Figure 7: Comparison of numerical and exact solution using GA
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Figure 8: Comparison of numerical and exact solution using 1Q

Table 2: Comparison of MOL RBF and DQM

X t MQ IMQ GA 1Q Exact DQM
c=0.8 c=01 c=4.5 c=0.01 | Solution [42]

0.25 | 0.5 | 0.818389 | 0.818393 | 0.818399 | 0.826779 | 0.818393 | 0.81843
1.0 | 0.982915 | 0.982919 | 0.982926 | 0.999993 | 0.982919 | 0.98292
2.0 | 0.999881 | 0.999883 | 0.999889 | 1.000312 | 0.999883 | 0 99988
5.0 | 0.999999 | 0.999999 | 1.000004 | 1.000338 | 1.000000 | 1.00000
0.50 | 0.5 | 0.775800 | 0.775803 | 0.775811 | 0.769864 | 0.775803 | 0.77585
1.0 | 0.978144 | 0.978147 | 0.978155 | 0.985615 | 0.978147 | 0.97815
2.0 | 0.999849 | 0.999850 | 0.999857 | 1.000253 | 0.999850 | 0.99985
5.0 | 0.999999 | 0.999999 | 1.000002 | 1.000290 | 1.000000 | 1.00000
0.75 | 0.5 | 0.725819 | 0.725823 | 0.725832 | 0.697997 | 0.725824 | 0.72588
1.0 | 0.972068 | 0.972071 | 0.972080 | 0.979299 | 0.972071 | 0.92208
2.0 | 0.999806 | 0.999808 | 0.999815 | 1.000333 | 0.999808 | 0.99981
5.0 | 1.000000 | 0.999999 | 1.000000 | 1.000386 | 1.000000 | 1.00000

CONCLUSION

In this paper, we implemented MOL over Fisher’s equation. Different types of RBFs
are used to approximate the solution of the governing equation. Results show the impressive
behavior of our method. We have compared our method with DQM and obtained more
accurate results than DQM.
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Abstract

We present a new procedure of Levin type which is based on Gaussian radial basis
function for evaluation of rapidly oscillating integrals that contains first kind of the Bessel
function J, (wx). Multi-resolution quadrature rules like hybrid and Haar functions are used in
the context of Bessel oscillatory integrals as well. Numerical test problems are solved to verify
the accuracy and efficiency of the new methods.

Keywords: Rapidly oscillatory integrand, Bessel Function of the first kind,
Gaussian RBF, Hybrid and Haar functions.

INTRODUCTION

Bessel oscillatory integrals have applications in many areas of science and engineering such
as astronomy, optics, electromagnetic, seismology, image processing etc.[1, 2]. In the present
paper, we have evaluated the Bessel type of oscillatory integrals of the form:

d
1g,] = f 900 Jo(wx)dx, )

c
Where g (X) is non-oscillatory smooth function and J, (wx)is the first kind of Bessel
function with v>0, order of the Bessel function.

Many accurate methods have been developed for numerical evaluation of the integrals
of the form (1) such as Levin collocation method [3-5], generalized quadrature rule [6-9],
Homotopy perturbation method [1, 10] and some more. Levin [3] proposed a new approach
for numerical evaluation of Bessel type of oscillatory integrals of the form (1). In the same
paper, he extended the method to the solution of integrals with Bessel-trigonometric and
square of the Bessel oscillatory integrands. In the next paper [4], Levin calculated some
theoretical error bounds for the method given in [3].

Xiang [5] investigated some new theoretical error bounds for the method reported in
5
[3] with asymptotic order of convergence O (K'E).
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In this paper, we have used collocation with Gaussian RBF as basis function (GRBF)
instead of monomials [3, 5]. The asymptotic order of convergence of the proposed method
7

GRBF is 0 (K'E). Multi-resolution quadrature rules like hybrid and Haar functions [11] are
used for evaluation of the integrals (1) as well.

GAUSSIAN RBF BASED QUADRATURE

According to this procedure, a new technique is proposed to evaluate a class of
oscillatory integrals of the form:

fdzn:g(x) Y (x,x)dx = fdG(x).}’(;c,x)dx,
¢ j=1 c

0<c<x<d, @)

IA

Where G(x) and Y (k, x)are vectors of the non-oscillatory and the oscillatory functions
respectively. The derivative of ¥Y'(k,x) isY’(k,x) = B(x,x)Y(x,x), where B(x,x)is n x
n matrix of non-oscillatory functions.

An approximate solution §$(x) = Y7, wl.[j] @i(x),i =1,2,...,n issupposed to satisfy
the following ODE:

£[S(x)] = ¢ (x), 0<c<x <d, )
Where
£[S(x)] = S'(x) + B(x, x) S(x).

7] -

Then the unknown coefficients w;”*, i =12,...,m,j =1,2,..,n can be determined

by the interpolation condition:
E[f(xk)] = G(x), k=12, .., m. (4)
Thus integral (1) can be evaluated as:
da
GRBF = f [5() + B, x)S(O)]. Y (1, x) dix

Cd

= f [f(x).}’(}c, x)]’ dx

=5(d).Y(x,d) — S(c).Y(x,c).

Particularly, to compute the integral I[f, k] = fcdg(x)]v(wx)dx, we assume
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v—1

= (7 L) reo=(S)m ew=(,8)

X

In this case, the approximate solution S(x) = Y™, wl.[j] @;(x),i = 1,2 is supposed to

satisfy the ODE (4) and then we can find the values of the unknown coefficients wi[j], j=
12, i=12,..,m

On substituting the values of B(x,x), S(x) and G(x) in (4), we obtain a system of
coupled equations;

-1
W%@+E§_¢@HWW+KMMWM=O
v
—r@ (W + o’ (x) —5 9] wll = g(x). (5)
The (5) can then be written in matrix form as:

AB =G,

£= () 60=(40)

And A is a 2m x 2m square matrix. 8 and G(x) are the column matrices of order 2m x 1.
An accurate approximate solution of the ODE (3) is the aim of this paper. For this purpose,
Gaussian RBF¢(r, ¢)is used as basis function and is defined by;

Where

TZ
o(r.,c) = e 2, (6)
And
—2r _r*

@'(r,c) = 7 € 2,

Where c is the shape parameter of the Gaussian RBF and r = ,/(x — xc)?, xc,s are
the centers of Gaussian RBF. The accuracy as well as the condition number of the system (5)
depends upon the value of c. Therefore, an optimal value of the shape parameter is still an
open problem. In this paper, an algorithm [12] is used for an optimal value of c. In this
algorithm, the value of c is changing with change in the nodal points as well as the frequency
parameter k. In this paper, we have used c; = 0 and c¢;; = 3 for finding c in the algorithm.

Solving the system of equation (5) for the unknown coefficient matrix g and find the
approximate solution S(x).
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QUADRATURE BASED ON HYBRID AND HAAR
FUNCTIONS

In this section, multi-resolution quadrature rules like hybrid functions (HFQ) and
Haar wavelets (HWQ) are briefly described. The detail description and proofs of the formulae
for HFQ and HWQ are given in [11, 13] .

In this paper we have used hybrid function based quadrature of order m = 8 (HF Q8)
for evaluating the integral of the form: I [f ] = f;f(x)dx. Formula for the HFQ8 is given
by

— 8h h h
HFQ8 = 1935300 N_[295627 f (a + ;(16k - 15)) + 71329 f (a + ;(16k - 13)) +

h h
471771 f | a + E(l6k —11) |+ 128953 f | a + E(l6k —-9) |+

h h
128953 f | a + E(l6k —7) |+ 471771 f [ a + E(l6k -5 |+

71329 f (a + g(l6k - 3)) + 295627 f (a +g(16k - l)), @)

Where h = 2°%
8n

Similarly, the formula of Haar wavelet based quadrature for computing the integral I [f ] =
[} f(x)dx isgivenby HWQ = h I_, f(x.)

s Z f(a + h(k — 05)), @)
k=1

Where h = “%and N = 2M.
2M

Note: In case of Bessel type of oscillatory integrals, we take f(x) = g(x) J,(wx).

CONVERGENCE

Some theoretical results for convergence of the proposed methods are calculated.
First, we consider the error bounds of the multi resolution methods HFQ and HWQ:
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Quadrature based on hybrid and Haar functions

Ifa=0,b=1,n=4and h = b_na, then the error bound of formula (7) is calculated as:

8 h9
/0. ©)

|Error| =
Where ¢ € [a, b].

Similarly, for the integral I [f ] = f;f(x)dx and 2M = 4, then the error bound for

the HWQ is defined as:
3

h
|Error| = 5 f"'(n), (10)
where n € [a, b].

Gaussian RBF based quadrature

Theorem 1. Let B(k,x) = (%A(K,x))‘l exists and G(x),A(k,x), Y(x,x) € C™[a,b]. Also

B (,x), B~1(x,x) and their 2m derivatives are uniformly bounded on [a, b], then the error
bound for computing the integral (1) by the Gaussian RBF based quadrature rule is given by

E() = [1(9) — GRBF| = 0 (57),

NUMERICAL RESULTS

In this section, some test cases are considered to verify the accuracy and efficiency of
the proposed methods. The real solution of the test problem is obtained from MAPLE 15
[14]. Results in terms of absolute errors (Error) are obtained.

Test problem 1. Consider the computation of the integral [1]
2 1
Il[f! K] - fl 1 +x2]1;((1)X)de

by the Gaussian RBF based quadrature and multi-resolution quadrature rules like HFQ and
HWQ. Numerical results related to the frequency parameter obtained from the three methods
are shown in Figure 1. The proposed method GRBF improves the accuracy as the frequency
K is increasing, while the multi-resolution methods HFQ and HWQ fail to retain the desired
accuracy as shown in Figure 1. The multi resolution methods give the desired accuracy at
finer nodes which becomes computationally extensive as shown in Figure 2. From both the
figures, it is clear that the new method, GRBF retains the desired accuracy for high
frequencies at coarser grid points.

It is clear from the Figure 3 that the new method GRBF is accurate with asymptotic order of
7

convergence O (K'E) at small nodes i.e. m = 10. The oscillatory behavior of the integrand is

shown in Figure 4 for k. = 1000. In last, the new method is tested for high frequency value.
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According to the results in Table 1, it is evident that the method GRBF is accurate and

efficient at small number of nodal points.

Table 1: Absolute error and CPU time (in parenthesis) produced by the GRBF

Frror

Numerical Approximation of

K m =10 m =20 m =30
102 1:2418e~11 | 1:5043¢7011 8:2876¢ 012
(0.0209s) (0:09815s) (0:1539s)
103 3:5427 713 | 3:2348¢7012 4:2022¢7014
(0:0316s) (0:0917s) (0:2088s)
10 1:1548e~15 | 3:9864¢7 016 | 2:8363¢701°
(0:0267s) (0:10225s) (0:1742s)
106 3:5506e1? | 7:3052¢7020 2:8113¢7019
(0:0404s) (0:0969s) (0:1289s)
10 |
107 |
0 - —H=roF i = 10 7
@ HFQ:m=10
ID"# HWQ:m =10 7
w™ -
10"k E
1w ,\ —-..*_ a4 ,I ill'f
1wk
ID-“D IIZI:ZID 3:“!:'2! !l:ll:":l 'IC:II : G-IZIIIII '.'IZIIZIIZ- WIIII Ql:l:ZIIZI T

5000
M
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Figure 1: Absolute error of HFQ, HWQ and GRBF for m=10
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Figure 3: Absolute error scaled by 7/ of GRBF for m = 10
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Figure 4: Oscillatory behaviors of the integrand for kx = 1000

CONCLUSION

In this paper, a collocation method based on Gaussian RBF and multi-resolution
quadrature rules like HFQ and HWQ are used for numerical evaluation of Bessel type of
oscillatory integrals. Some theoretical error bounds of the new methods are found. Test
problem shows improved results of the new methods.

Nomenclature Box:

Symbols | Description
RBF Radial basis functions
5(x) Approximate value of S
v Order of the first kind of Bessel function
c Shape parameter of the RBF interpolation
c, Cy Lower and upper bounds for optimal value of the shape parameter
Y (x,x) | A vector of Bessel oscillatory functions
O(x) Asymptotic order of convergence in terms of Frequency parameter
w;, s Unknown coefficients
GRBF Gaussian RBF based quadrature
HFQ Hybrid functions based quadrature
HWQ Haar wavelets based quadrature
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Abstract

The evolution of internet in the age of information is very rapid. With the rapid
development of the internet, significance of privacy and security is also becoming a key
concern. This growing security concern is not only limited to multinational organizations and
government’s high value data, but also for the mass users. During the last few years, there
have been a number of network breaches with aims of espionage or sabotage, using an
advanced and lethal methodology known as Advanced Persistent Threat. Keeping in view the
damage done by such attacks, this paper based on literature review is intended to provide
readers with intensive knowledge of an APT attack with its common phases. Later sections of
the paper highlights the existing security methods currently in use or proposed by different
researchers and security organizations to counter APT attacks. Statistical data on known APT
attacks conducted over the last few years is also included in the paper to give the readers a
clear idea of devastation caused by APT attacks. At the end of the paper conclusion and future
work is emphasized, which include the crucial steps that can be employed to fight against APT
attacks. Data analysed in this paper is extracted from annual reports published by well-known
security implementation groups and reports released by organizations that have been targeted
or victim of APT attacks.

Keywords: Advance Persistent Threats (APT), Security, Internet, Hacking,
Malware.

INTRODUCTION

The war among the hackers and security experts has been going on since the birth of
internet. With the passage of time internet is becoming a necessity of everyone’s life for
connecting everyone everywhere regardless of the geographical boundaries. But for internet
user’s, privacy and security has becomes a great concern. With the rapid escalation in
sophisticated hacking techniques, even a minor flaw in security can result in a great tragedy.
As the industries are moving towards an IT revolution and IT dependency for day-to-day
routine is increasing, therefore the security concerns associated with IT are on the rise. Cyber
espionage, security breaches and privacy issues are escalating in frequency and are becoming
more complex, persistent and difficult to intercept [1]. As per studies such cyber security
breaches throughout the globe are costing an estimated cost of nearly $400 billion every year

[2].
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Keeping in view the recent incidents and financial loss caused due to APT and similar
attacks, a number of researchers, government institutions and corporate organizations are
questioning about the current security techniques implemented at sensitive data [3]. Studies
indicate that cyber attacks conducted at high value targets are highly covert, tenacious and
challenging to detect; such attacks are usually initiated with a very stealth approach, to avoid
raising any suspicious similar to the Stuxnet [4]and Aurora case [5].

ADVANCED PERSISTENT THREATS

Attack patterns similar to Stuxnet and Aurora are categorized as Advanced Persistent
Threats (APT) [6]. Table 1 contains list of some of the well-known APT attacks. An APT
attack cannot be preserved casually on any account. Typically, an APT attack can result in
costing an organizations nearly $5.5 million in order to counter and investigate the damage
done by an APT attack [7]. APT attacks can be separated into number of stages and each
stage carries out a specific task, making APT attacks difficult to detect and counter [8]. One
of the most common misunderstandings among most of the users is to think that traditional
security tools and defence methods are enough to encounter an APT attack. Such attacks are
quite persistent, strategically conducted, well funded, sophisticated and are carried out with a
stealthy approach. As far as persistency, stealth and thoughtful planning is concerned,
researcher’s and security experts have come by APT attacks that extended from a month to
28 months in order to maintain stealthy approach to accomplish the desired task [9]. To keep
a low profile and avoid suspicion an APT can even change its operational modes from
observing or active to sleep mood. APT attackers can also adapt and modify the approach of
attack, based on security barriers deployed with in the network [10]. Table 1 highlights the
efficiency of APT attacks; showing some of the reported incidents of successful security
breaches in some of the most protected networks belonging to both private and government
sectors.

Table 1: Known APT attacks from the last few years (2007-2015) [11-14].

Attack Entry Method Date Classification
Aurora Malware 2007 Espionage
Operation
Stuxnet Malware 2009 Sabotage
Energetic Malware 2011 Espionage
RAS Breach Oday, Malware 2011 Espionage
DigiNotar Compromised network access 2011 Sabotage
Luckycat Spear phishing emails, Oday, malware | 2011 Espionage
Flame Malware 2012 Espionage
Shamoon Malware 2012 Sabotage
Operation Malware 2010 Espionage
Ke3chang 2013
Operation Water hole attack 2014 Unknown (suspected
SnowMan (weakness in vfw.org) to be Espionage)
Heartbleed Malware 2014 Espionage
Darkhotel Malware, spear phishing, 0 day 2014 Espionage
2015
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APT Phases

In previous section, it is mentioned that an APT attacks consist of number of phases
[8]. These phases can be generally classified in to following:

Reconnaissance: To observe and gain as much information as possible about the
target network.

Infiltration: Based on the information collected in the first step the assailant
attempts to discover a weak link in order to launch the attack in order to gain
access to the network.

Discovery: After the target network is successfully breached, network
discovering protocols are run by the assailant. To discover target data, to
understand security implemented on the network and how the desired task can
be achieved without any suspicion.

Capture: Once the desired target and how to reach that target is identified, the
assailant initiates the attack phase and tries to accomplish the desired task with
maximum stealth to avoid any suspicion and risk of getting caught.

Escape: After completing the objective and acquiring the desired data, assailant
makes an escape from the network. To make things worse an APT attacker tries
not to leave any kind of digital prints on the victim network, in order to make
things difficult for the investigation team to recognize the intrusion procedure,
objective achieved or harm done and exit method.

EXISTING TOOLS AND METHODS TO ENCOUNTER APT

ATTACKS

APT attacks are becoming more sophisticated and stronger with the passage of time. In order
to counter APT attacks much more enhanced and stronger defense techniques are required. A
number of common techniques such as; Firewall, IDS, IPS, Botnet, Sandboxing, Web &
Email protection, Web application firewall and anti viruses are currently among the best
available defense against an APT attack. Unfortunately, with the rapid enhancement in APT
attacks, the mentioned tools are not too effective and advance techniques are needed, such as
layer based defense mechanism [15].

Defense in Depth/Multi-Layer Defense System

Defense in depth is a multi-layer defense method which is originally based on a
concept from military discipline. The basic idea is to apply protective system at multiple
layers of network making it much more secure as compared to a single layer security
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mechanism. Defense in depth not only protects the system from an APT attack but it can
also provide valuable information on the attack and the attacker. Such information can not
only assist in tracking the attacker but it can also help in minimizing the damage done by an
APT attack [16], which is a very useful mechanism as normally it’s not only difficult to
detect an APT attack but it’s quite difficult to track the damage done by an APT attack. Table
2 shows an illustration of layer based logical approach to Defense in Depth System.

Table 2: Defense in Depth against APT [16]

Layers Defense Methods
Identity and Access Identity and Access Management
Physical and

Environmental Physical and Environmental Security

1. Intrusion detection and prevention system

2. VOIP security

3. Network segmentation and firewall
Network 4. Web and mail content inspection
5. Secure remote access
6. Data encryption
7. Network access control
Operating System Operating System Security
Application Application Firewall
Data Base Database Security

Since Defense in Depth approach is a combination of security tools as shown in Table
3 therefore, it provides a comprehensive security method against new and emerging APT
attacks. Defense in Depth works on general approach to defend all assets, while taking into
consideration the interconnections and dependencies of assets, and implements available
resources in an effective layer based monitoring and protection system, minimizing the
business’s exposure to cyber security risks. A comprehensive lay out of tools and techniques
used by Defense in Depth are shown in Table 3 [17].
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Table 3: Defense in Depth Strategy Elements [17]

Defense in Depth Strategy Elements

Risk Management

Identify Threats

Program Characterize Risk
Maintain Asset Inventory
Cyber Security Standards/ Recommendations

Architecture

Policy
Procedures

Physical Security

Field Electronics Locked Down
Control Centre Access Controls
Remote Site Video, Access Controls, Barriers

ICS Network
Architecture

Common Architectural Zones
Demilitarized Zones (DMZ)
Virtual LANs

ICS Network Perimeter

Firewalls/ One-Way Diodes

Security Remote Access & Authentication
Jump Servers/ Hosts
Host Security Patch and Vulnerability Management

Field Devices
Virtual Machines

Security Monitoring

Intrusion Detection Systems
Security Audit Logging
Security Incident and Event Monitoring

Vendor Management

Supply Chain Management
Managed Services/ Outsourcing
Leveraging Cloud Services

The Human Element

WNhRPWNhRIWNEREWNDERWNDEROND PN PN P WD e

Policies
Procedures
Training and Awareness

It is quite clear from Table 2 and Table 3 that Defense in Depth Technique is very
similar to an APT attack technique, as an APT attack is also a combination of different tools
being utilized at different phases of APT attack making it difficult to detect and encounter.
Using similar approach Defense in Depth applies holistic tactic to shield the system against
the APT attacks. Defense in Depth is not a single mechanism but it is a group of multiple
things like; people, technology, standard security procedures, operations and awareness to
organizations on ATP tactics. The main objective of the Defense in Depth technique is to
maximize the chances of avoiding an APT attack and providing a comprehensive recovery
and tracking method in case an APT has been successful in accessing organizations network
[18].
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Defense Techniques Proposed in Research Papers and Security
Organizations

Layer based approach is not the only measure to counter against APT attacks, security
experts and security providing organizations have proposed other comprehensive methods as
well. Table 4 contain some of the methods suggested by most prominent security

implementation organizations to counter APT attacks.

Table 4: APT defense methods suggested by well-known security organizations.

Paper Attack Method Defense method
Advanced As per paper, the method APT | As per paper such attacks can be
Persistent attacks are divided in 4 phases, | prevented by implementing;

Threats: A which are intrusion in a| 1- Heuristics based security tools

Symantec network, discovery of target, such as Antivirus and

Perspective capture of target data and exit firewalls.

[19] from network. The attacks are | 2- Close monitoring and filtering
initiated through email the incoming and outbound
phishing, malware behind traffic
advertising  clicks, finding | 3- Implementing data encryption
vulnerabilities on network, and use of VPN.

capturing the desired data and
remove the traces.

Defending The paper is based on a study | The authors of the paper propose
Against conducted by CA | following methods in order to counter
Advanced Technologies. As per study, | an APT attack;

Persistent the APT attacks are typically

Threats: conducted on multinational | 1- Block any unused ports.
Strategies for | companies with high value

New Era of data or high value in term of | 2- Encrypt Data with at least

Attack [20]

stock market value. In this
paper, authors have described

128bit, MD5 hash.

an APT attacker as someone | 3- For auditing purpose log files
who is always looking for must be maintained and
vulnerability in order to should be checked time to
infiltrate a network, after a time for any suspicious
successful infiltration  the activity.

attacker run discovery

protocols to learn the details of | 4- End to End antivirus should be
the network. Such details may implemented to secure
include ports information using sessions.

port scanning or traffic routes.

Once such information is | 5- Well defined firewall policies

collected the attacker searches

to encounter attacks from
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for its desired data without
raising any suspicion. As soon
as the target is identified the
attacker captures the data and
exits the network. In case of a
successful APT attack
companies with shared account
management policies suffer
more losses.  Further, a
network, which is
compromised, can provide the
attacker with system logs,
user’s passwords and in some
cases, the attacker leaves a
backdoor in network that can
be a nightmare for the
company.

internal and external sources.

Studies show that a large number of

cyber-attacks are conducted with

inside assistance; to avoid such

incidents following steps can be very
useful:

1- Identities should be securely
saved on different virtual
networks and user privileges
over resources should be
assigned very carefully.

2- Accounts belonging to

employee who are no longer
part of the organization should
be deactivated immediately.

Countering
the Advanced
Persistent
Threat
Challenge
with Deep
Discovery[14]

The data used in this paper is
collected from Trend Micro;
the paper indicates that the
APT  Attacks in any
organization is like destroying
the network as well as the
organization. Paper  also
indicates that an APT attack
can easily breach traditional
defense systems such as
firewalls or antivirus. The
description of an APT attacker
in this paper is quite the same
as described in previous
papers. Once the attacker
acquires the information about
the target network and a point
of entry, assailant  will
bombard the network with
every arsenal at its disposal in
order to establish a
communication structure,
which can provide information
back to the attacker. Once this
task is achieved, the infiltrator
will search the network for its
target data, which is then
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The authors of the paper suggest the

fo

llowing methods to prevent such

attacks;

1-

2-

3-

4-

5-

Using digital certificate (SSL/SSH)
to avoid downloading any infected
file or browser redirection to
harmful sites,

Implement
server’s end,
simulated
utilization,
implementation.

Sandbox strategy at
so that files are
properly before

updating or

Using  heuristics  tools  and
algorithms to black list IP’s on
suspicious behavior, routines and
sub routines.

Proper configuration and installation
of security devices check points and
tools. Such practices play a core role
in effective and strong wall between
high value data and the attacker.

Separate firewalls be implemented
on every server.
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acquired and sent back to the
attacker HQ. In the end, the
attacker makes an escape
without leaving any trace

6- Using highly effective data
encryption techniques. In case if
data is even compromised, it will
not be an easy task to decipher it

The Study of

APT Attack
Stage Model
[21]

As per paper an APT attack
can be divided in to 4 stages,
preparation stage, access stage,
resident stage and harvest
stage. Despite the different
names, the concept of stages of
an APT attack is same as
described in previous papers.
Initial  stages consist  of
information gathering (direct
or indirect) such as port
scanning, vulnerability
scanning, search engines along
with advanced crawlers and
custom developments to get
the network information. After
getting the information, the
infiltration stage is executed
based on the gathered
information.  Accessing the
network can be done my
numerous ways such as spear
phishing emails, social
engineering, water hole attack
etc. Once inside the network
attacker intend to establish
command and control
mechanism to search the
desired data, acquire it and
then exit the network. As per
studies attacks which are based
on social engineering,
waterhole and direct approach
are highly effective ones. 19%
of APT cases use the Zero Day
Vulnerabilities and  almost
70% has exploit
vulnerabilities.

In order to prevent APT attack the
authors of this paper suggest the
following:

1- First step to counter an APT is
educating the staff on how to avoid
any internal assistance to an APT
attacker. Staff should be aware on
how to prevent data leaks through
social media or social gathering and
not to share authentication
information with any one.

2- Proper responsiveness towards the
internal network security is very
important.

3-To prevent zero day exploits and
vulnerabilities (outdated software),
user must keep the system and
software updated.

4-Firewalls must be configured
properly so that only authentic
traffic is allowed to access and exit
the network.

5- Anti-viruses should be installed not
only on the core system (servers) but
also on every local host with
updated virus definitions.

6- Implementing IDS (Intrusion
Detection Systems) that can alerts
the authorities under any kind of
suspicious activity.

7- Strict 1.T. policies as per standards
should be implemented for
organization’s employees.

8- Deployment of tools like honey pots
system with in the network in order
to detect any suspicious or malicious
activity can be very effective.

9-Use of Sandbox to check any
suspicious file before allowing it on
the network or installing it can also
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be very useful.

Security experts must go through risk
assessment if an APT attack is
successfully conducted or in progress
on the network. So that exact
awareness of damage done or expected
damage can be calculated for recovery
and response purposes

Behavior Analysis Tools to Counter APT Attacks

Earlier sections have discussed a comprehensive approach or a complete method,
which can be used to safe guard against APT attacks. In this section, tools that can be used to
detect an APT attack are being discussed. Table 5 shows a list of tools, which can be used
effectively to detect an APT, attack on a network. These tools have two basic analytical
methods to detect an abnormality in a network. Mentioned tools can detect an APT based on
the behaviour of the network and coding of application running with in the network.

Table 5: Tools to perform coding and behavioural analysis to detect an APT attack [22]

Tool Description Analysis Method
Autoruns Provides a list of auto-start file locations. Behavioural
Procgss Log changes in any registry, file, process, Behavioural
Monitor thread etc.

ListDLLs Provides a list of DLL files on the system. | Behavioural

Monitor or log active end to end TCP/UDP

TCPview . Behavioural
connections

VMMap Provide det_a_lls of virtual and physical Behavioural
memory utilized by any program

Capture-Bat Honey pot services at client end, to log and Behavioural
monitor any attack.

Wireshark Packet Sniffer and network protocol Behavioural
analyser

REMnUX Utility tool based on Linux to ana_lyse any Behavioural/Coding
malware and to reverse-engineer it.

Filelnsight Utility software to display file in both text Coding

and hexadecimal format.

Such tools can be very effective but in a live and active network, it becomes a great
issue to identify any abnormality especially when the network has thousands of nodes and
users with huge amount of application data transactions per second.

61



PJCIS (2016), Vol. 1, No. 2: 53-65 Advance Persistent Threat

RECENT APT ATTACKS

APT attacks are still escalating, despite of all the research and security measures that
are being implemented. As per recent report by Symantec [23] and Kaspersky Security [24,
25] McAfee [26-28].

Table 6: Reported attacks during last few years

Symantec [23]

Year 2013 2014 2015
Total Breaches 253 312 318
Mobile
Vulnerabilities 127 168 528
Zero-Day
Vulnerabilities 23 24 54

Kaspersky Security [24, 25]

Year 2014 2015 2016
Attempts to launch 1,911,266 1,966,324 1,198,264
malware capable of (2.8% higher than in
stealing money 2014)

Number of users 1,28,132 3,37,205 Not available
attacked by Trojan- (Oct to Dec 2014) (July to Sept 2015)
Ransom malware
Number of users 1,20,840 1,79,209 821,865
attacked by
encryptors  (Trojan-
Ransom  encryptor
malware)
McAfee [26-28]

Year 2013 2014 2015 2016
Total — malware | 50000000 | 340,000000 | 430,000,000 | 650,000,000
attacks
Total ransom ware |, ¢, 2,200,000 4,900,000 | 8,700,000
Total rootkits .
malware 1,220,000 1,500,000 1,700,000 Not available
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CONCLUSION

Despite availability of defense methods against an APT, the high percentage of
successful APT attacks clearly indicates that much is needed to be done for fighting against
APT attacks. As this paper is intended to highlight the basic attack patterns of an APT and
defense methods being deployed to counter APT attacks, therefore readers will find it evident
that current defense methods are not fully equipped to encounter such highly organized
attacks. Among the APT defense methods discussed in the paper, some can be quite effective
in near future. For example, if organizations report network breaches with complete analysis
on the attack, it could help the security experts in proposing a much better defense
mechanism to counter such attacks in future. But there are number of reasons why most of
the organizations fail to report security breaches. Reasons may include reputational concern
of an organization or at times organizations are not even aware that their network is being
compromised, which is quite alarming. Layer based defense methods and security systems
with automated capabilities to identify false flag or to detect, analyze and encounter
malicious activity can play a vital role in approaching times. But a lot of work is needed to be
done in order for such system to be highly efficient; as such system with high level of check
and balance might result in degrading overall performance of a network. As the world is
moving towards Internet of Things (10T), the importance of security is a very important area,
which cannot be neglected.
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